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HOW TO DEFEND  
AGAINST POST-PANDEMIC 
CYBERTHREATS
Watch for These 4 Types of Attacks as  
You Establish Your Next Normal



F
or company leaders, and IT teams in particular, cybersecurity 

should always be top of mind. Successful cyberattacks can lead  

to loss of time and money, exposure of company and customer 

data, and tremendous reputational harm. Audit Analytics reports that 

the average cost of a cyberbreach to a publicly traded company is  

$116 million. HIPAA Journal states that 9.7 million health care records 

were compromised in September 2020 alone. And, according to CSO 

Online, 46% of organizations incur damage to their reputations and 

brand value as a result of a breach. Such consequences can be not only 

damaging but also devastating to companies, especially smaller ones. 

The threat of cyberattacks is even greater during the transition out  

of the COVID-19 pandemic because employees returning to the 

office or working in public places may pay less attention to suspicious 

emails, devices and people as they navigate new schedules, procedures, 

environments and teams. Cybercriminals use times of uncertainty 

as opportunities to do harm, and now is just such a time. That’s why 

cybersecurity training and awareness are more important than ever. 

In this playbook, we present four of the most common cyberthreats  

and explain what they are, what’s changed in the last year and  

how to prevent them. Readers will also learn how comprehensive 

training — including courses, videos and simulations — from Inspired 

eLearning can help. 

BY THE END OF THE PLAYBOOK, YOU WILL:

•   Understand the four most common  

cyberthreats.

•   Know what to look for in preventing  

these types of attacks.

•   Learn how to protect your company as  

workers begin returning to the office and  

other work locations outside the home.

•   Discover the details of Inspired eLearning’s 

comprehensive cybersecurity training.

•   Learn how one company benefited  

from this training.

of organizations incur damage 
to their reputations and brand 
value as a result of a breach46%
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In a ransomware attack, cybercriminals block access to your company’s 

data and inform you that to regain access, you must pay a ransom. Even if 

you pay it, there’s no guarantee they will keep up their end of the bargain. 

In the past, the best defense against this type of attack was to diligently 

back up data. That way, even if the thieves blocked access to your data, 

you still had it available somewhere else. But recently, gangs such as 

Maze have taken it a step further, threatening to release your data 

to interested parties or to the public. Depending on the kind of data 

your company works with, this action could cause it to lose credibility, 

incur fines from regulatory agencies and put confidential customer 

information at risk. 

A shocking 54% of U.S. companies reported ransom attacks in the last 

year. Because this type of attack has become more commonplace, some 

companies now buy insurance against it. Cybercriminals know this, as 

well as how much insurance firms will pay out, and set the ransom at  

that exact amount. Ironically, companies having insurance against them 

make the process easier for them. 

“Unfortunately, it looks like this problem will only grow in 2021. 
More gangs are coming online because they see others doing 
the same thing successfully. They will likely keep expanding 
targets and expectations for how much they get paid.”

JOHN TREST CHIEF LEARNING OFFICER, INSPIRED ELEARNING

TO AVOID RANSOMWARE ATTACKS, leaders should educate employees 

about the various ways in which cybercriminals gain access to company 

data. Such education must include tips for working away from central 

workplaces, including home offices, coffee shops and airports, especially 

as those locations become safer from a public health standpoint. IT 

professionals must also be sure to shore up devices and home office 

environments to prevent phishing attempts, which are by far the biggest 

threat behind ransomware attacks. Employees must also learn how to 

recognize these attempts and how to report them. 

RANSOMWARE
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Phishing started as an email-based ruse in which the cybercriminal 

sends a message that includes a link to a phony (also known as laced) 

website designed to gather sensitive information. Spear-phishing is 

a specific type of phishing in which the email appears to come from a 

trusted person, such as a company manager, instructing the recipient 

to do something specific, such as reveal a password or send a payment. 

Because it appears to come from someone with authority, the recipient is 

more likely to do it. 

“This trick can come in many forms. For example, someone 
posing as the CEO might reach out to an employee who has  
the ability to pay invoices and say, ‘I need you to pay this invoice’ 
and give an excuse as to why the money must be wired instead 
of paid in the usual manner. Or the instruction might be to pay 
an invoice to an existing vendor but use a new account. People 
fall for these tricks, and companies lose millions of dollars  
as a result.” 

JOHN TREST CHIEF LEARNING OFFICER, INSPIRED ELEARNING

Phishing works especially well when people are afraid. For example, 

early in the pandemic, when the public was desperate for information 

about how to avoid COVID-19, tricksters sent emails appearing to be 

guidelines from the Centers for Disease Control and Prevention. To 

get the information, recipients had to click a link that led to a nefarious 

website or open an attachment containing malware. These messages 

often come with deadlines to scare people into thinking they must act 

immediately to avoid unwanted actions, such as the closing of a social 

media account. 

PHISHING

4



From email, the practice has evolved into text and social media apps 

(known as smishing) and voicemail (known as vishing). In all these 

variations, the success of the ploy depends on participation from the 

recipient, such as clicking a link, filling in a form, calling a number left 

in voicemail or responding to a text. Using the information divulged by 

the victim, the cybercrook can get access to data and then perform a 

ransomware attack. 

TO AVOID PHISHING ATTACKS, company leaders should train employees to 

look for anything suspicious within emails, such as bad grammar, poor 

formatting or phony sender email addresses. Trest described another 

red flag: a reply to an email message from many months ago. “This is 

called a zombie phish. It looks like something you’ve seen before, so you 

trust it.” 

Cybercriminals can even send messages that look legitimate but aren’t. 

So, besides checking for anything that looks suspicious, employees must 

use common sense. For example, would the CEO really be involved in 

the payment of invoices? Or why does a message not sound “like them”? 

When in doubt, they should double-check before following instructions. 

The same is true no matter where the request comes from, including 

social media communications, texts or voicemails. 
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USB baiting takes advantage of people’s natural desire to help. It 

involves a cybercriminal leaving a USB drive in an open area, such as 

a parking lot or waiting room. They hope someone will find the drive 

and plug it into their own computer to find out whom it belongs to. 

But once plugged in, the drive releases malware that can infect the 

entire company network. 

“A variation of this trick is when a would-be victim  
receives a gift card with a USB drive and instructions 
saying the drive contains ‘further instructions’ for  
how to use the card.” 

JOHN TREST CHIEF LEARNING OFFICER, INSPIRED ELEARNING

TO AVOID USB BAITING, company leaders should instruct employees to 

never plug in a found USB drive, even briefly, because it takes just 

seconds for a virus to infect a computer. Trest likened doing so to 

using a found toothbrush: It’s just poor hygiene. Instead, they should 

turn the drive in to the company’s IT department. 

USB BAITING
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Most cybercrime involves invisible perpetrators performing actions 

from afar, but tailgating entails a person entering a physical space by 

following in someone who works there. This trick is another one that 

takes advantage of people’s natural kindness, such as holding the door 

for a UPS driver with an armful of packages. But that UPS driver might 

be a criminal who wants to gain access to company information in both 

electronic and paper form. Once in, they may use a USB drive to infect 

devices, break into the system or grab papers left on a desk or printer. 

Post-pandemic, this trick might be especially effective, given that 

workers returning to the office might have forgotten security protocols 

or think, “It makes sense that it’s a different UPS driver from the last 

time I was here.” 

TO AVOID TAILGATING, company leaders should remind returning workers 

about on-premise security policies, including the use of badges or  

sign-in protocols. If there is a badge system, every person who enters 

the building must swipe their badge. Guests must be checked in and 

tracked using a temporary badge or other means. 

The message should be clear: If you’re letting someone into the building, 

make sure they belong there. Workers should feel free to report anyone 

in the building who doesn’t belong or whom they’re not sure about. 

Employees should also keep close track of their badges and lock up 

important paperwork when not at their desks, even if they’re away for 

just a few moments. 

“Because the results of this attack can be catastrophic 
— including stolen devices and data — a once-and-done 
approach isn’t enough. Company leaders should spotlight these 
processes with constant reminders, signs and trainings. And, 
most important, by setting a good example.” 

JOHN TREST CHIEF LEARNING OFFICER, INSPIRED ELEARNING

TAILGATING
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Inspired eLearning is uniquely qualified to help companies avoid 

all these types of attacks. Besides the measures mentioned above, 

Inspired eLearning provides comprehensive training to help 

companies get close to 0% chance of infiltration. 

This training isn’t your typical once-per-year slide deck presentation. 

It’s a combination of courses and videos and designed to provide 

employees an engaging experience, simulations that present real-life 

scenarios and repeated information throughout the year to ensure 

workers keep cybersecurity top of mind. Based on adult learning 

principles, these offerings include cinematic intros, smartly placed 

interactivities and a conversational tone, ensuring that learners 

are engaged from the moment the course starts. Every part of the 

courses is optimized for retention. 

Inspired eLearning’s PhishProof simulations are particularly 

effective. Employees receive realistic phishing emails to test what 

they’ve learned in the courses and videos. The program tracks 

progress, so company leaders know when training should be stepped 

up. Trest said, “Practicing how to do the right thing reinforces what 

employees learn during the trainings.” In a study commissioned by 

Inspired eLearning, Forrester estimated a 75% reduction in phishing-

related data breaches for customers using Inspired eLearning’s 

Security First Solutions, as well as a 442% ROI. 

HOW INSPIRED 
ELEARNING  
CAN HELP

reduction in phishing-related data breaches for customers 
using Inspired eLearning’s Security First Solutions75%
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CUSTOMER  
CASE STUDY

COMPANY DESCRIPTION 

Company A provides cable television, internet access and wireline  

and cellular telephone service. Of its 3,000 employees, 1,700 are  

active PhishProof users. 

PHISHPROOF STRATEGY  

When implementing the PhishProof service, Company A divides its  

users into groups of 100, then spreads out its phishing campaigns so  

that users within a department receive different email templates. 

This “popcorn” campaign style is used to get more accurate  

click-rates, since employees are unable to identify who else may  

receive the same phishing email. Additionally, employees get 

more exposure to phishing threat types. Over the course of the last  

three years, the company has sent out 662 campaigns across 61,800 

phishing emails. 

RESULTS 

Over that three-year period, Company A experienced a 58% decrease in 

click-rates on baited links as well as a 98% decrease in users who filled 

out laced forms. 

decrease in click- 
rates on baited link

decrease in users who 
filled out laced forms58% 98%

CUSTOMER  
CASE STUDY
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CONCLUSION

For companies that have employees returning to the 

office, there’s a lot to think about, giving fraudsters the 

perfect opportunity to take advantage of this vulnerability. 

Fortunately, companies have many tools to prevent 

cyberattacks. The tips here are just a starting point; each 

company should examine its needs and move forward 

with a purposeful plan. For those who need an extra boost, 

Inspired eLearning can take you beyond tips and tricks to 

create a culture of true security awareness. 
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Inspired eLearning is dedicated to delivering the highest quality enterprise 

educational products that transform corporate culture, nurture and enhance 

workforce skills, and deliver maximum ROI for the corporate education 

budget. We offer turnkey security awareness and compliance programs 

that include fully customizable off-the-shelf cybersecurity and compliance 

training, PhishProof phishing-assessment software, custom courseware 

design and development, content integration, and a fully hosted web-based 

e-learning course delivery and tracking system using the iLMS (Inspired 

Learning Management System).

LEARN MORE CONTACT US

https://inspiredelearning.com/
https://inspiredelearning.com/about-us/contact-us/


studioID is Industry Dive’s global content studio offering brands 
an ROI rich tool kit: Deep industry expertise, first-party audience 
insights, an editorial approach to brand storytelling, and targeted 
distribution capabilities. Our trusted in-house content marketers 
help brands power insights-fueled content programs that nurture 
prospects and customers from discovery through to purchase, 
connecting brand to demand.

LEARN MORE

https://www.studioid.com/
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